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DRAFT WYOMING HEALTHCARE INFORMATION EXCHANGE ROAD MAP
Version 1, April 4, 2008

Introduction

Wyoming and the nation have experienced, and continue to experience rapidly increasing and
sustained healthcare costs. In addition, Wyoming faces an increase in the demand for
healthcare services and professionals. The use of Health Information Technology (HIT) which
includes both Telehealth and Healthcare Information Exchange (HIE) offers a way to mitigate
Wyomingbs healthcare delivery probl ems.

Vision

The Wyoming Health Information Organization (WyHIO) believes that an integrated electronic

network with the capability to electronically exchange health related information and a network to
support delivery of telehealth servicesamong Wy omi ngdés heahawethe ar e cc
potential to improve the quality and reduce the cost of healthcare. The WyHIO is planning to

complete the extension of a health information exchange network to the Wyoming's healthcare
community by 2015, with connections to other regional and national networks.

Focus of This Document

The goals of establishing both the HIE Network and the Telehealth Network are being
accomplished by two separate but integrated programs. The development of the Wyoming
Health Information Exchange (WyHIE) is being accomplished with the leadership provided by
the WyHIO and in cooperation with the various stakeholders. The development of a statewide
Telehealth Network is being accomplished in cooperation with the Wyoming Network for
Telehealth (WyNETTE).

This document should be considered as a living document that will be revised to reflect the

consensus and changing needs of the healthcare community. This fRoadmapooutlines a means

of accomplishing the goal of completing the statewide HIE network for Wyoming (WyHIE).
Recommendations for a series of actions required to implement the statewide HIE network, as

well as justification for the action, guidelines for how it might be accomplished, and who should
complete the action will alsobe made. The @A Roadmapo for the statew
can be found in other documents.*
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Note: This is DRAFT version 1 of this document, and is intended for discussion and comment.
Please provide your feedback to

Larry Biggio
WyHIO Executive Director

 http://mww.uwyo.edu/wynette/index.htm
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109 East 17" St.
Cheyenne, WY 82001
307-432-4025
Ibiggio@bresnan.net
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Background

There is a distinction between Health Information Technology (HIT), Telehealth, and Health
Information Exchange (HIE). For purposes of this document, the scope of HIT includes both
telehealth and non-telehealth activities. HIE builds upon the HIT capabilities of the healthcare
community to allow for the electronic exchange of healthcare information. A Glossary of Terms
is provided at the end of this document.

HIT refers to the use of a variety of electronic methods for managing information about the
health and medical care of individuals and groups of patients.> HIT is generally implemented
within a physician practice, hospital, clinic, or other healthcare provider's facility, and can include
electronic health records, personal health records, e-mail communication, clinical alerts and
reminders, computerized decision support systems and telehealth.

Telehealth encompasses a broad definition of remote healthcare that can include clinical
services, videoconferencing, transmission of still images, e-health including patient portals,
remote monitoring of vital signs, continuing medical education and nursing call centers.?

Health Information Exchange (HIE) is defined as the mobilization of healthcare information
electronically between organizations without regard to geographic area. HIE provides the
capability to electronically transfer clinical information between providers while maintaining a
common understanding of the information being exchanged. The goal of HIE is to facilitate
access to and retrieval of clinical data to provide safer, more timely, efficient, effective, equitable,
patient-centered care.”

This fRoadmaporecognizes the distinction between HIT, Telehealth, and HIE. As a precursor to
moving forward to either a statewide or national HIE, all participating healthcare providers must
have some basic level of HIT/HIE technology capability in their individual practices/facilities.
While this project addresses the HIT capability of healthcare providers, and therefore their ability
to engage in HIE in Wyoming, the focus of this fRoadmapois on the capture, storage, retrieval
and exchange of clinical healthcare records.

2The Robert Wood Johnson Foundation, Health Information Technology in the United States: The Information Base for
Progress, http://www.rwijf.org/files/publications/other/EHRExecSummary0609.pdf

3 American Telemedicine Association, http://www.atmeda.org/news/definition.html

4 eHealth Initiative Foundation, Second Annual Survey of State, Regional and Community-Based Health Information Exchange
Initiative and Organizations, August, 2005.
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Strategic Rationale

The current healthcare system in Wyoming is composed of many stakeholders, each with their
own set of roles and interactions. Communication of clinical information among stakeholders is
generally on an ad hoc basis, usually by using paper. This leads to fragmented patient data, a
lack of information on quality of outcomes and patient safety, and poor care coordination within
the healthcare system.

In contrast, the desired state for Wyoming's healthcare systems would be characterized by:

1 Efficient exchange of healthcare information among the healthcare providers to enhance care
coordination;

1 A widespread deployment of Electronic Medical Records (EMR) and Computerized Physician
Order Entry (CPOE) systems;

1 A strong base, expanding upon the current and planned activities of the Wyoming
Department of Health (WDH) and local Wyoming communities;

1 More emphasis on preventive and outcome-based medicine.

Some key benefits afforded to the public and the healthcare community through information
exchange includes the following:

1 Making health information available at the point of care for all patients;

1 Reducing medical errors to improve patient safety;

1 Avoiding duplicative medical procedures;

1 Improving coordination of care between hospitals, physicians, and other healthcare
professionals;

Enhancing public health and disease surveillance efforts;

Encouraging greater consumer participation in their personal healthcare decisions;
Improving the business environment for providers through increased efficiencies and
enhanced ability to compete with other regional providers, and for employers through
improved care delivery quality and efficiencies.

E

Additionally, a consistent and reliable high-speed healthcare information exchange network can
complement the expansion of telehealth activities in Wyoming. Telehealth technologies can
improve access to healthcare services that are not often available in rural communities. A
robust and reliable healthcare information exchange can improve telehealth delivery by providing
telehealth providers with needed patient data at the point of care.

See Appendix A for additional discussion.

An Example of How HIE Works

A simple example of an exchange might involve an Internist anticipating treatment of a referral

patient. The Internist may need information from the referring physician suchasapat i ent 6 s
medical history. The Internist uses EMR A, and the referring physician uses EMR B. EMR A

would contact the network asking for information on the referred patient. The network would
identify the patient and request the needed ir
The core services in the network would evaluate the request, and if appropriate security



requirements were met, translate the request from EMR A to meet the requirements of EMR B.
EMR B would provide the information to the network, where the core services would again
translate the data to conform to the requirements of EMR A, and forward the information. All
patient data would be securely encrypted throughout the transaction.

Conceptually, the network could be depicted as shown in Figure 1.

Figure 1. HIE Conceptual Network
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Current HIT/HIE Status

Through a recent survey of the HIT capabilities of Wyoming's healthcare community, the WyHIO
learned that healthcare providers are generally in a favorable position to participate in an
electronic exchange of healthcare information. Specifically, the survey showed the following:

E ]
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Most providers have hardware and software needed to participate in an HIE;

Internal networking and high speed Internet access among provides are widespread,;
Administrative and patient management functions are overwhelming automated,;
Electronic Medical Records (EMR) adoption rates are increasing, but are still low; an
estimated 25% to 30% of physicians are now using EMR in some fashion;

42% of survey responders participate in a two-way exchange of clinical data;

The ability of providers to capture, store, and exchange clinical data must be improved,
Privacy and security of information remains an issue, and must be specifically addressed;
Providers are progressing toward establishing local HIEs;

The challenge is to provide resources and leadership needed to coordinate local efforts and,
longer term, to establish a statewide HIE network. °

Figure 2 recaps the survey results for healthcare provider participation in a two-way exchange of
clinical data.

Figure 2. Two-Way Exchange by Provider Type

Type of Facility

Healthcare C|IhIC 48.20%
| | HOSTp.Ita| ————————————————— 75, ()%,
Private practlc.e physician.. 41.50%
Retail pharmacy 60.30%
Mental health and substahce.. 34.20%
Other (please spemfy): 37.30%
| Dental ofﬂce 38.90%
| Phys|f:a.lfoccupatlon.al.. 28.10%
Hearing specialist/audiologist "_ 29.20%
All 42.20%

Percent of Facilities

SWyHIO, An I nventory of Existing | T CAgesdtoHigh SpeedinternaMgoanadtiong 6 s

and Systems Interoperability, October 2007, http://www.wyhio.org/resources/WHCC+final+report+10-10-07.pdf
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The bulk of exchanges are on an ad hoc basis, accomplished through manual effort using paper
or other physical documents. Figure 3 depicts the current state of those information exchange
activities.

Figure 3. Current State of Healthcare Information Exchange

The WDH and a number of local communities are pursuing electronic information exchanges.
Local community efforts are planned or underway in Buffalo, Casper, Cheyenne, Cody, Gillette,
Jackson, and Powell. Additionally, Mountain Pacific Quality Health operates the DOQ-IT
program in Wyoming.
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Note: the references for local activities in this DRAFT were taken from the discussion at the
Wyoming HIT/HIE conference in Casper, in January 2008. The individual communities are
asked to update this DRAFT by providing any additional information on activities in their
communities as well as others about which they are aware
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The WDH, through its Medicaid Program, is in the process of implementing a new voluntary
program, Total Health Record (THR). THR will give clients and healthcare providers access to a
broad range of data regarding the clientds hee
maintenance information, and access to other healthcare professionals. THR includes the
following key components: an electronic health record, pay for participation, and a medical home
for all clients. These three key program components are designed to facilitate the seamless
exchange of patient data between the entities making up the healthcare team, and to emphasize
provider and patient involvement in health outcomes.



Through the electronic health record, the healthcare team and the State Medicaid Agency will be

able to access a range of information pertainingtoacl i ent 6 s heal th, treatn
from a variety of sources, such as claims data, preventive health information from providers,

pharmacy data, case manager notes and assessments, laboratory data, quality performance
indicators, and disease monitoring data from health coaches and tele-monitoring devices.

The development of this Total Health Record system will be coordinated and integrated with the
Department's existing Total Health Management program and information systems, as well as
the claims payment system and an innovative Electronic Health Record (EHR) program for
Medicaid recipients and their healthcare providers. This will be a web-based tool, allowing
physicians to prescribe electronically, view diagnosis data, receive alerts, select appropriate
preferred medications, and electronically request drug and medical prior authorizations for their
Medicaid patients. Figure 4 provides an overview of the THR Program.®

Figure 4. Department of Health, Total Health Record
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The THR effort by the WDH can provide a solid base from which to expand both HIT and HIE
efforts across Wyoming. Much of the functionality provided in the THR program mirrors that
needed in a statewide HIE. Some common items of functionality include the following:

1 Client Master Index

1 Record Locator Service

1 Electronic Health Records

® James Bush, MD, White Paper THR2, Wyoming Department of Health



Clinical alerts

Electronic Medical Records
Previous studies and best practices
Semantic translator

Electronic prescribing

Laboratory results
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In Buffalo, Johnson County Healthcare is implementing a laboratory system, and building a tele-
radiology link with providers in Casper.

The Wyoming Medical Center in Casper has had success using Picture Archiving and
Communications Systems (PACS) to deliver images to providers, and is seeing demand for this
service growing rapidly. The Center is also working toward the implementation of a Personal
Health Records (PHR) application for the community.

The Community Health Center of Central Wyoming has recently completed selection of an EMR
for their clinic, and will begin implementing the application in the summer of 2008.

The Cheyenne Regional Medical Center is in the planning stages for a project to extend PHR
tools to local physicians, and has already installed a portal to allow physicians to view hospital
data on their patients. Additionally the hospital is a leader in the development and operation of
the statewide telehealth network, WyNETTE.

West Park Hospital in Cody has been using a hospital wide HIT application for a number of
years. They are also using PACS, and are considering a Computerized Physician Order Entry
(CPOE) system.

Mountain Pacific Quality Health, through the DOQ-IT program is working with primary care
practice in Wyoming, to assist the practices in adopting electronic health records, electronic
prescribing, care management processes, and data reporting

Need St. John's Medical Center reference

What the Wyoming HIE (WyHIE) Network Must Do

Any statewide network must allow all providers to participate in HIE without major modifications
to current systems, and those that are being implemented by the WDH and in the local
communities Providers need a simple connection, without the need for costly point-to-point
interfaces among the disparate systems already in place.

The proposed Wyoming HIE (WyHIE) network will enable the seamless transfer of information

(interoperability) among providers in the healthcare community. The network will provide a base

set of core functions or services, which can be grouped as shown below.

1 Portal Services i provides the network users with a menu of task-related options for use of
the network

10



Login/Logout;
Find Patient and Data Sources;
Update/Retrieve Demographics;
Update/Retrieve Clinical Data,;
Update/Retrieve Image Data,;
Network Management i the day-to-day management of the physical network and
operation of network related activities, such as hardware and software operation, help
desk, etc.
1 Security Services
o Authentication - confirms identity of parties requesting access to the network;
o Authorization i controls rights and privileges of authenticated network users;
0 Audit - maintains audit trails to track who accessed what information, and when and
why;
! Data Management Services
o Master Patient Index i uniquely indentifies patients known by different identifiers
across the various healthcare providers;
o Record Locator Service - maintains links to patient and other healthcare information
maintained within the various healthcare data sources;
o Patient Consent Services i determines what information about a patient is to be made
available, for what purposes, and to whom;
o0 Secure Data Storagei ensure appropriate privacy and security of minimum data sets
maintained centrally by the network, i. e. demographics, emergency data, image data;
o Emergency Data i a subset of a patient's medical records containing information
needed by healthcare providers in an emergency situation;
o Image Datai radiologic and other image data that can be more efficiently stored and
served from a central location as needed as needed;
1 Data Handling Services
o Common Terminology - normalizes terminologies across various documents;
0 Secure Messaging - supports flow of secure communications among network
participants;
o Query Engine - formats information requests to identified data sources;
0 Message Translation - transforms data from one format to another.

O O O0OO0OO0Oo

Additional optional or future services could include
{1 Disease Management programs;

1 Evidence Based Medicine guidelines;

1 Patient and Risk Management programs;

1 Patient-centered Personal Health Record (PHR).

Figure 5 depicts the network and its functioning as anticipated. A simple example would begin
in the column on the left (Information Requester), with a healthcare provider making an
information request to the network (WyHIE). The Portal Services verify the login from the
requester, and provide a menu of possible services or activities available.

The Security Services validate the authenticity of the requester, and, based on the rights and
privileges of the requester, authorize access to information and services.

11



The Data Management Services uniquely identify the patient for whom information is being
requested across the various information sources in the network, and then locate the sources of
information for that patient. The patient's prior consent to release information is also checked.
At this point, the information retrieval process begins.

The network's Data Handling Services translate the original information request into a

terminology and format compatible with the desired source of patient information, and make a
query to the desired source for the information (information Sources). The information source
retrieves the requested information, and returns the information to the Data Handling Services.

If the patient is a Medicaid patient, information sources would include those available to the
WyHIE as well as those at the WDH. The request for data on Medicaid patients would be
passed directly to the Department's portal for processing. The Department's portal identifies the
type of request, and passes the request to its Common Client Directory (CCD). The CCD
contains services to uniquely identify the client in the WDH system and determine if the WDH
Data Source contains the requested information. The information is retrieved from the WDH
Data Source, and passed to the Data Handling Services in the statewide network (WyHIO).

The Data Handling Services (WyHIE) combine the Medicaid information with information from
other sources, and translate the retrieved information to a terminology and format compatible

with the requesting application. The information is encrypted and securely transmitted back to
the requester, completing the cycle.

12



Figure 5. Statewide HIE Network Architecture
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How Do We Get There - What Needs to be Done

Efforts for the first two years can be categorized into three broad objectives:
1. Determining HIT/HIE capabilities and needs of the healthcare community;
2. Expanding existing capabilities and the stakeholder base;

3. Designing and implementing the Wyoming HIE (WyHIE) network.

To accomplish the first objective, various organizations have completed initial background
studies to identify capabilities and needs of the healthcare community, including the studies by
the Wyoming Healthcare Commission, the Wyoming Health Information Privacy and Security
Collaboration through the University of Wyoming, Center for Rural Health Research and
Education (CRHRE) and the WyHIO's HIT Capabilities survey of Wyoming healthcare providers.
Additionally, the WyHIO is planning an HIE specific needs assessment of Wyoming providers as
well as development of a business case to support delivery of technology selection and
implementation services for providers.

An important element of this iRoadmapofor Objective 2 is to leverage existing HIT/HIE

capabilities and resources. Two key activities within this area are

1 Supporting the WDH's efforts to expand the use of EMR, electronic prescribing, and other
HIT/HIE supportive services in its Total Health Record project;

1 Identifying and establishing ongoing liaison with identified local community HIE projects;

In the interim, the Wyoming Department of Health's THR project and its dedicated Medicaid
claims network could provide a platform for piloting statewide exchange of available healthcare
information. Currently, the WDH has both the financial and technical resources to expand its
Total Health Record demonstration project. As discussed earlier, the architecture of the THR
project and that needed to support a statewide HIE network are similar and complimentary. The
Department's Common Client Directory (CCD) could be a prototype for the statewide HIE
network's Master Patient Index and Record Locator Services.

The overwhelming majority of healthcare providers in Wyoming is Medicaid providers, and is
already on the Medicaid claims network. The extension of the THR program will offer those
Medicaid providers without an Electronic Medical Records (EMR) application the ability to
exchange healthcare information, see laboratory and radiology results, and participate in
electronic prescribing.

While the THR network can provide a strong base from which to expand, the focus of the THR
network is primarily Medicaid patients and the management needs of the Department. The THR
project is supported with government funds. The WyHIE network must be self-sustaining, and
not dependent upon a potentially shifting landscape of political issues and government funding.
The statewide HIE network must expand beyond Medicaid data and state program information,
to meet the healthcare information needs of all patients and providers in Wyoming and the
region.

Long term, it is expected that the THR network, local networks, and the WyHIE network will work
together to support exchange of healthcare information across Wyoming and the region.

14



During the past year, statewide interest in HIT/HIE has grown significantly. However work
remains to build the support base for the statewide network. Planned activities include

1 Reaching out to all stakeholders for participation;

1 Setting up a participation structure or governance model for the participating organizations;
1 Agreeing on the roles and responsibilities of the various parties in the exchange;

1 Developing and conducting an education program.

The final major area to be addressed (Objective 3) is the design and implementation of the
network, with major tasks as follows:

1 Developing consensus on the technical approach and technical designs;

1 Developing a sustainable business plan to support the network;

1 Contractor selection;

7 Implementation and operation of the network.

Effective leadership, through a responsible organization, is essential to carry out this fRoadmapo
and implement the statewide HIE network. The primary activities for the leadership organization
are

1 Convening and education the stakeholders;

1 Facilitating the governance process;

1 Managing the network’s operations;

1 Coordinating HIE efforts statewide, and regionally.

The WyHIO believes it is the appropriate organization to carry out these responsibilities. See
Appendix A for further information.

Work Plan and Time Line

As a precursor to moving to a statewide or regional HIE, all participating healthcare providers
must have some basic level of HIT technology capability in their individual
practices/organizations. In this context, HIT generally refers to the hardware, software, and
communications supporting the internal business and clinical needs of an organization.

HIE encompasses the needed infrastructure to support an information exchange between
organizations. Although this project primarily addresses the HIE network, factors impacting the
HIT capability of healthcare providers, and therefore their ability to engage in HIE, must also be
considered.

HIT Initiatives

An important element of the HIT portion of the fRoadmapois to leverage existing HIT resources.
Activities related to this element include:

A Conducting an HIT survey or inventory - completed:;

A Identifying barriers and proposing solutions related to HIT adoption - completed;

A Developing resources for providers to support HIT adoption efforts;

15



Supporting the WDH's efforts to expand the use of EMR, electronic prescribing, and other
HIT supportive services in its Total Health Record project;

Identifying and establishing ongoing liaison with identified HIT projects;

Identifying services/other assistance needed by providers;

Developing and adopting standards (especially for interoperability within the HIE)
Obtaining funding and staffing as necessary.

To T Io o To

HIE Initiatives

The initial HIE efforts will focus on development of a secure communications and exchange
infrastructure. As with the HIT initiatives, it is important to leverage any existing exchange
activities and sources of information that are valuable to participants in the exchange. The
activities for establishing a secure communications infrastructure include:

Partnering with existing healthcare community organizations and government agencies;
Supporting the WDH as it extends THR services through its Medicaid network;
Reaching out to all stakeholders for participation;

Setting up a participation structure or governance model for the participating organizations;
Agreeing on the roles and responsibilities of the various parties in the exchange;
Developing an conducting and education program;

Developing consensus about overall technical approach;

Identifying potential suppliers for the technical approach;

Developing technical designs;

Prioritizing project approaches for technical designs, with cost projections and funding
possibilities.

1 Requesting proposals from vendors and selecting a vendor;

1 Implementing the project and overseeing network vendor performance.

=4 =8 -8 -4 _48_-4_-9_-9_-9_-°5

It is anticipated that the core services could be in place and an initial group of providers could be
exchanging data starting in year 2. However, it would take 5 years to reach full clinician
participation. Additional details of the Work Plan and Time Line are given in Appendix B.

Summary of Estimated Project Costs

Successful completion of the three objectives leading to HIE implementation will require
adequate resources, including project management staff and support costs, network
implementation and operations costs, and a qualified, experienced HIE
implementation/operations contractor. For planning purposes, full network implementation is
assumed to occur incrementally over five years. The first year will cover network development
and initial startup. Members will be added each year over the remaining four years.

As mentioned earlier, for accomplishing Objective 1, the WyHIO is planning an HIE specific
needs assessment and development of a business case to support delivery of technology
selection and implementation services for providers. Costs for these efforts are estimated at
$60,000 and $10,000, respectively.

16



For both Objectives 2 and 3, a central organization (WyHIO) will be needed to coordinate,
facilitate, and standardize statewide efforts. Initially, the organization will be small, and provide
staffing, implementation, and support for network governance, projects, and services. Once
operational, the bulk of the staff will be devoted to first level help desk support for network
members. Initial staffing would be 1.5 FTE, increasing to 5 staff over a five year period. Office
space, equipment, and other support costs would also be required. First year costs are
estimated at approximately $150,000, increasing to $460,000 by year 5. A more detailed cost
analysis is included in Appendix C.

Objective 3 addresses the design and implementation of the HIE network. Network costs can be
grouped into two major areas:

1 Startup;

1 Ongoing operations.

Startup costs are estimated at $1,530,000 in the first year. Ongoing network operations costs
through year five are estimated at $5,460,000.

For those practices not having the capability to purchase their own EMR systems, an alternative
product will be offered through a web-based process operated by the HIE vendor. This would
offer providers access to information and electronic prescribing, without having to commit to the
use of all the features of this streamlined EMR. Costs over five years for this alternative product
are estimated at $1,950,000.

The estimates below will provide for network operations and access to the core services as

discussed earlier. However, healthcare providers will be responsible to establishing and funding
their high speed internet connections to the network, as well as the alternative EMRs.

Table 1. Estimate of Five Year Costs

Item Year 1 Year 2 Year 3 Year 4 Year 5 Total

Network Project Management 149,500 226,570 301,156 377,199 459,743 1,514,169
Needs Assessment 60,000 60,000
Services Plan Development 10,000 10,000
Network Startup 1,530,000 0 0 0 0 1,530,000
Network Operations 0 546,000 1,092,000 1,638,000 2,184,000 5,460,000
Alternative EMRs 0 330,000 450,000 540,000 630,000 1,950,000
Total Estimated Costs 1,749,500 1,102,570 1,843,156 2,555,199 3,273,743 10,524,169

The WyHIO is currently pursuing third party contract and grant funding to support the needs
assessment and development of the plan to provide technical services to the healthcare
community. However, sustaining funding to support both the WyHIO project management, and
network implementation and operations must be raised.
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Options for startup funding could include grants and donations, and in-kind donations of staff. It
is essential that ongoing operational funding for the network, core services and WyHIO
operations be primarily borne by the organizations receiving benefit from the service. Possible
options for the ongoing services costs would be transaction and membership fees.

A more comprehensive discussion of estimated costs can be found in Appendix C.

Selecting a Qualified Contractor

To complete Objective 3 the WyHIO will contract with a qualified vendor to provide HIE services
across Wyoming, and to support both regional and national HIE. The contractor must provide all
needed services supporting HIE, and be responsible for a functioning network, the applicable
software to support the exchange of information, any needed personnel, hardware, and facilities
to support the hardware and personnel.

A competitive bid process will be used to select the most qualified contractor. The review and
evaluation of competing HIE proposals will be based on system objectives as well as a set of
functional requirements for the system. Both the system objectives and the functional
requirements will come from the planning and governance processes involving all the relevant
stakeholders, as discussed earlier. See Appendix D for additional details.

Management Plan

In the intitial phases of the project, the WyHIO Board of Directors will provide oversight, and the
WyHIO Executive Director will manage and staff the project. The selected vendor will provide
the needed network startup, implementation and operating services, as well as installation of
and training on the alternative EMRs. Additional clinical , financial, and technical assistance in
this project will be provided by the WyHIO network of healthcare community volunteer and HIE
network members.

As the stakeholder base expands, and the network governance process matures, a
Development Steering Committee of network members will be formed. Once development is
complete, the Development Steering Committee will be replaced by an Operating Steering
Committee composed of network members.
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Glossary of Terms

Application Service Provider (ASP) - A business which provides computer-based services, such as for
medical billing and/or records, across a network

ASP (see Application Service Provider)

Cable (see Cable Internet)

Cable Internet (Cable) - Broadband Internet access using cable television network

Dial-up T Internet access using a telephone line.

DSL (see Digital Subscriber Line)

Digital Subscriber Line (DSL) - Internet access using high frequency band of a telephone line.

EHR (see Electronic Health Records)

Electronic Health Record (EHR) i A longitudinal electronic record of patient health information
generated by one or more encounters in any care delivery setting. Included in this information are patient
demographics, progress notes, problems, medications, vital signs, past medical history, immunizations,
laboratory data and radiology reports.”

Electronic Medical Record (EMR) - Electronically originated and maintained clinical health information,
derived from multiple sources, about an individual
supported by clinical decision systems and replaces the paper medical record as the primary source of
patient information®.

EMR i (see Electronic Medical Record)

Hardware i Physical aspect of a computer.

HIE (see Health Information Exchange)

HIT (see Health Information Technology)

HL7 (see Health Level 7)

Health Information Exchange - The electronic exchange of patient-specific health information

Health Information Technology - The study, design, development, implementation, support or
management of computer-based information systems, specific to the Healthcare industry

7 Healthcare Information Management Systems Society, http://www.himss.org/ASP/topics_ehr.asp
8Healthcare Information Management Systems Society,
http://www.himss.org/2007Survey/DOCS/2007Healthcare_CIlO_questionnaire_index.pdf
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Health Level 7 7 Not-for-profit organization dedicated to establishing internal healthcare standards
concerning clinical and administrative data.

Infrastructure i System or organization.
Internet i Worldwide, publicly accessible system of computer networks.
IT (see Information Technology)

Information Technology - The study, design, development, implementation, support or management of
computer-based information systems

Network i System of interconnected computers sharing recourses and data.
Operating System i Software which manages the resources on a computer.
PACS (see Picture Archiving Communication System)

Picture Archiving Communication System (PACS) i System of computers and networks used for the
electronic storage and retrieval of medical images.

Software 1 Applications and programs used on a computer.
T171 Aline rate speed (1.544 megabits per second).

Telemedicine - the use of medical information exchanged from one site to another via electronic
communications to improve patients' health status.’

Telehealth - often used to encompass a broader definition of remote healthcare than telemedicine that
does not always involve clinical services. Videoconferencing, transmission of still images, e-health
including patient portals, remote monitoring of vital signs, continuing medical education and nursing call
centers are all considered part of telemedicine and telehealth.*

VPN (see Virtual Private Network)

Virtual Private Network 7 A dedicated network which is tunneled through another network.

Wireless i Medium of communication that uses electromagnetic waves to carry a single as opposed to
using a wire or cable.

WyHIO (see Wyoming Health Information Organization)

Wyoming Health Information Organization (WyHIO) i Not-for-profit organization dedicated to
implementing information technology deployment in healthcare.

o American Telemedicine Association, http://www.atmeda.org/news/definition.html
0 American Telemedicine Association, http://www.atmeda.org/news/definition.html
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Appendix A, Rationale

The potential of Health Information Technology (HIT) to improve patient care and safety through
Health Information Exchange (HIE) while simultaneously reducing cost by improving the overall
efficiency of the system is becoming an important consideration in developing new paradigms for
healthcare delivery. While there are electronic health information systems in use across
Wyoming, the purposes for which they are used, and the needs and barriers to their expanded
use appear to vary widely.

The Rural Policy Research Institute (RUPRI), in their recent report, Status and Future of Health

Care Delivery in Rural Wyoming to the Wyoming Healthcare Commission (WHCC) recognized

the significance of continuing this effort of implementing HIT/HIE in Wyoming. One of their
recommendations was the implementation of a plan to assess health information and

communication needs, followed by the prioritization of resources for health information and
communication needs, and funding to develop Wy
recommended infrastructure included the necessary physical system and the software to

facilitate communications among healthcare providers regardless of the differences in systems

being utilized.™

Consistent with these recommendations and to determine the current status of HIT/HIE in
Wyoming, the WHCC contracted with the Wyoming Health Information Organization (WyHIO) to
assess the health information capabilityof Wy omi ngés heal thcare prov

A survey (Phase 1) was designed to achieve an understanding of the level of preparedness, in

terms of hardware and software capacity of Wyoming healthcare providers, to participate in an

exchange of healthcare information. The objectives of this survey were to provide the following:

1 Aninventory of current and planned capability of healthcare stakeholders;

1 Aninventory of access to high-speed internet connections;

1 An assessment of the capability of stakeholders to participate in information exchange;

1 An assessment and inventory of existing infrastructure that could be used to facilitate
information exchange.

The survey results were a first and very important step toward achieving the goal of establishing
electronic exchange of healthcare records in Wyoming. Based on those results, it is fair to say
that Wyoming healthcare providers, for the most part, have the hardware and software in place
to enable them to participate in electronic exchange of patient specific information. Still, nearly
half of Wyoming healthcare providers do not engage in such exchange

Additionally, the Wyoming healthcare community has recognized the need for a state-level
organi zation to |l ead Wyomingdés HIE efforts.

The Rural Policy Research Institute (RUPRI), in their report cited above, made a specific
recommendation on coordination and leadership.

11 Rural Policy Research Institute, Status and Future of Health Care Delivery in Rural Wyoming, June 2007.
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"Coordinate all existing efforts through a state-supported entity that has the endorsement of
all the critical stakeholders (e.g., health professions, state government, utilities industry,
insurance industry, health institutions such as hospitals and nursing homes)."*?

The Wyoming Health Information Security and Privacy Collaboration, in its Final Implementation
Plan Report, also recognized the need for a central organization to coordinate and provide
oversight for HIT activities in Wyoming.

"We are proposing the establishment of a statewide HIT Commission that would provide
oversight for HIT activities in the state, as well as coordinate with regional and national
efforts;t o ensure interoperability and™tompatibil

Most recently, the Governor's Task Force on HIT cited the importance of leadership.

"A key element to developing HIE in Wyoming is leadership. Task force members recognize

the need for a state-level organization to lead Wy o mi mtE &fforts. The State should

recognize or designate a state-wide organization that meets specific criteria to guide the

further development, implementation and funding of HIT activities. The Task Force noted the
Wyoming Health I nformation Organizationdos (W
HIT/HIE in the State.""*

Based on its past efforts and strong healthcare community relationships, the WyHIO believes it
is the appropriate organization to provide this service.

The WyHIO was incorporated in 2006 as a private not-for-profit corporation to promote HIT/HIE
and is currently involved in a number of related activities. Among the suggested roles for the
WYyHIO are the following:
1 Convene and educate the stakeholders - convene stakeholders; provide education and
advocacy; track statutory activity; serve as an information source on HIE;
71 Provide governance i leadership, negotiate standards, encourage collaboration, collect
and distribute funding, align financial incentives, and advocate for needed policy changes;
1 Oversee technical operations of the network i consolidate procurement efforts, enter into
contracts, manage contractor performance;
Coordinate HIE efforts across the state;
Assure sustainable funding for the state-level HIE;
Coordinate, develop, and enforce policy and standards;
Link, when applicable, local, regional, and national HIE efforts;
Provide technical assistance and services to the healthcare community.

=4 =4 -4 -4 -2

12 Rural Policy Research Institute, Status and Future of Health Care Delivery in Rural Wyoming, June 2007.

13 Sandefer, Salz, Brost, Gantenbein, Privacy and Security Solutions for Interoperable Health Information Exchange, Center of
Rural Health Research and Education, University of Wyoming, April 2007.

Governor's Task Force on HIT, Report & Recommendations, December 2007.
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Appendix B, Work Plan and Timeline

As a precursor to moving to a statewide or regional HIE, all participating healthcare providers
must have some basic level of HIT technology capability in their individual
practices/organizations. In this context, HIT generally refers to the hardware, software, and
communications supporting the internal business and clinical needs of an organization.

HIE encompasses the needed infrastructure to support an information exchange between
organizations. Although this project primarily addresses the HIE network, factors impacting the
HIT capability of healthcare providers, and therefore their ability to engage in HIE, must also be
considered.

HIT Initiatives

An important element of the HIT portion of the fRoadmapois to leverage existing HIT resources.
Activities related to this element include:

Conducting an HIT survey or inventory;

Identifying barriers and proposing solutions related to HIT adoption;

Developing resources for providers to support HIT adoption efforts;

Supporting the WDH's efforts to expand the use of EMR, electronic prescribing, and other
HIT supportive services in its Total Health Record project;

Identifying and establishing ongoing liaison with identified HIT projects;

Identifying services/other assistance needed by providers;

Developing and adopting standards (especially for interoperability within the HIE)
Obtaining funding and staffing as necessary.

o T To T To To To To

HIE Initiatives

The initial efforts will focus on development of a secure communications and exchange
infrastructure. As with the HIT initiatives, it is important to leverage any existing exchange
activities and sources of information that are valuable to participants in the exchange.

The activities for establishing a secure communications infrastructure include:

Partnering with existing healthcare community organizations and government agencies;
Support the WDH as it extends THR services through its Medicaid network;

Reaching out to all stakeholders for participation;

Setting up a participation structure or governance model for the participating organizations;
Agreeing on the roles and responsibilities of the various parties in the exchange;
Developing an conducting and education program;

Developing consensus about overall technical approach;

Identifying potential suppliers for the technical approach;

Developing technical designs;

Prioritizing project approaches for technical designs, with cost projections and funding
possibilities.

Requesting proposals from vendors and selecting a vendor;

Implementing the project and overseeing network vendor performance.

To To T T T o o To To To To T

Timeline
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It is anticipated that the initial set of core services could be in place and an initial group of
clinicians could be exchanging data starting in year 2. However, it would take another 4 years to

reach full clinician participation.

A proposed timeline based on the initial HIT and HIE tasks identified earlier, with the proposed
responsible parties is shown in the table below;

Task Responsible Resources/ Timeline
Party Costs
Conduct an HIT survey or inventory WyHIO Completed
Identify barriers and propose solutions HISPC Completed
related to HIT/HIE adoption Workgroup,
WyHIO,
Healthcare
Community
Conduct HIT/HIE specific Needs WyHIO WyHIO staff, 6 months
Assessment WyHIO Board,
{1 Update provider list WYSAC,
1 Develop survey instrument cooperation of
1 Conduct survey Healthcare
1 Analyze data and incorporate with Community
results of previous studies
T Report $60,000
Develop business case for technology WyHIO WyHIO staff: 3 months
selection and implementation services to WYyHIO Board:
providers , cooperation of
71 Identify HIT/HIE services/other healthcare
assistance needed :
1 Identify other organizations currently commur?lty,
providing needed services and costs companies
of those services providing
1 Determination of value of services desired
1 Options for recovery of costs services
1 Comparison of costs and revenues
$10,000
Identify and establish ongoing liaison WyHIO volunteers | Staff at Ongoing
with identified HIT projects healthcare
f Local communities organizations
1 Wyoming Department of Health statewide,
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(WDH)
1 Regional states
M National efforts

WDH staff,
other states,
federal
agencies,
HIT/HIE
vendors

Donated staff

time of
volunteers

Partner with existing healthcare WYyHIO, University | WyHIO staff, Ongoing

community organizations and of Wyoming WyHIO Board,

government agencies N WDH,

1 Expand effprts of local communities healthcare
and Wyoming Department of Health :
(WDH) community,

T Seek partnerships with federal federal
Medicare agency agencies,

1 Continue build out of FCC grant University of
funded network for hospitals and Wyoming
mental health centers

$180,000 over
three years

Reach out to all stakeholders for WyHIO, WyHIO WyHIO staff, 6 months

participation volunteers WyHIO board,

f Request participation by existing healthcare
WyHIO supporters community,

1 WyHIQ vqunt.eers qnd staff contact major
all major providers, insurance
companies, employers for employers

articipation .

1 gtatev?ide meeting to brief on Donated time
benefits, activities, next steps; of volunteers;

f Request participation and financial $3,000 for
support statewide

meeting

Set up a participation structure or WyHIO, HIE WyHIO staff, 8 months

governance model for the participating network members | WyHIO Board,

organizations healthcare

1 Develop groposed g_overnancbe community,
structure for supporting members HIE network

9 Circulate and revise
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1 Statewide meetings to preview members
governance model .

1 Participating members meet to agree Donated time
on governance process and how to of HIE network
support network members;

f Reach agreement on the roles and $2,500 for
responsibilities of the various parties travel and
in the exchange meeting

support

Develop and conduct an education WyHIO, HIE WyHIO staff, 10 months

program network members | WyHIO Board,

f Select education consultant to HIE members,
develop public and provider contract
education program in conjunction with .
WYHIO and HIE members Qcation

1 Preview draft program and revise as program
needed consultant

1 Conduct education program

1 Evaluate results $10,000

Develop consensus about overall WyHIO WyHIO staff, 11 months

technical approach Technology WyHIO Board,

T WYyHIO technical committee develops | committee, WyHIO
criteria f(r)‘r ranking various technical interested HIE technical
approaches .

f WyHIO technology committee network members | committee,
reviews and evaluates possible HIE network
technical scenarios members

1 Convene WyHIO technology
committee and other interested HIE Volunteer
network members to review scenarios efforts of

technology
committee
another HIE
members

Identify potential suppliers for the WyHIO WyHIO staff, 12 months

technical approaches Technology WyHIO Board,

{1 Contact potential HIT/HIE vendors Committee, WyHIO
ano_l provide preferred technical interested HIE technical
options .

1 Request comment, feasibility, and members committee,
rough pricing on vendor products that HIE network

members,

match preferred technical options
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HIT/HIE
vendors

Volunteer
efforts of
technology
committee
another HIE
members

Prioritize project approaches for

technical designs, with cost projections

and funding possibilities

1 Review comments, feasibility, and
pricing from HIT/HIE vendors

1 Revise ranking criteria as needed

1 Rank scenarios

WyHIO
Technology
Committee,
interested HIE
members

WyHIO staff,
WyHIO Board,
WyHIO
Technology
Committee,
HIE network
members

Volunteer
efforts of
technology
committee and
other HIE
members

12 months

Request proposals from vendors and

select a vendor

1 Draft Request for Proposals

1 Develop review criteria

1 Convene stakeholders to review
proposals and select a preferred
vendor

1 Negotiate contract

WyHIO
Technology
Committee, HIE
network members

WyHIO staff,
WyHIO Board,
WyHIO
Technology
Committee,
HIE network
members,
interested
vendors

Volunteer
efforts of
technology
committee and
other HIE
members

14 months
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Begin Implementation

WyHIO, Selected
Contractor

15 months
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Appendix C, Cost Estimates

Project costs are broken roughly into three areas:

1 Costs for a statewide needs assessment and a business case for providing technology
evaluation and implementation services to providers;

1 Projected annual costs for a central organization to coordinate, facilitate, and standardize
statewide efforts;

1 Startup and ongoing operations of the statewide HIE network.

Costs for a statewide needs assessment and a business case for providing technology
evaluation and implementation services to providers were estimated by the WyHIO at $60,000
and $10,000, respectively.

The first year's activities will be devoted to network startup, with the second and ongoing years
devoted to network operations.

Central organization costs are expected to be modest, starting with 1.5 FTEs, and expanding to

5 FTEs in year 5 of operations. The bulk of the staff will provide first-level help desk support to
providers. Table C1 below shows estimated central organization costs for the first five years.
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Table C1. Estimated Annual Costs for Central Network Management

Item Yearl Year2 Year3 Year4 Year5 Total

Contract Project Director 75,000 78,750 82,688 86,822 91,163 414,422
Contract Admin Support 20,000 36,750 44,100 46,305 48,620 195,775
Contract Tech Support/Help Desk Coordinator 0 53,000 55,650 58,433 61,354 228,437
Contract Tech Support/Help Desk Coordinator 0 0 55,650 58,433 61,354 175,437
Contract Tech Support/Help Desk Coordinator 0 0 0 58,433 61,355 119,788
Contract Tech Support/Help Desk Coordinator 0 0 0 0 61,354 61,354
Office rent 6,000 11,000 15,000 15,750 16,538 64,288
Equipment 1,500 3,000 4,500 6,000 7,500 22,500
Office furnishings 750 750 1,000 1,500 2,000 6,000
Misc software 1,000 1,100 1,200 1,400 1,600 6,300
Utilities 2,400 3,000 3,600 4,200 4,800 18,000
Internet access 650 683 717 752 790 3,592
Phone/postage 1,600 2,000 2,400 3,000 3,600 12,600
Office supplies/printing/duplication 2,600 2,600 2,730 2,867 3,010 13,806
Insurance 2,500 2,500 3,000 3,150 3,308 14,458
Training 1,500 1,500 3,000 3,150 3,308 12,458
Board expense 5,000 5,250 5,513 5,788 6,078 27,628
Website 650 683 717 752 790 3,692
Travel 4,500 4,725 4,961 5,209 5,470 24,865
Accounting fees 3,600 3,780 3,969 4,167 4,376 19,892
Annual audit 5,000 5,250 5,513 5,788 6,078 27,628
Other filing fees 250 250 250 300 300 1,350
Contengencies 15,000 10,000 5,000 5,000 5,000 40,000
Total Project Management 149,500 226,570 301,156 377,199 459,743 1,514,169

Network costs are categorized into startup and ongoing costs. For comparison purposes, costs
were estimated using two methods: a population based estimate using the model proposed for
the Arizona statewide HIE effort’®, and a physician based estimate provided by an HIE vendor.

The HIE vendor's estimate includes the total costs across all sectors of the Wyoming healthcare

community, using the number of physicians as a predictor for total costs.

In the estimate based on the Arizona model, startup costs were assumed in the first year of
operation. For the vendor model, startup costs were included in the annual contract price.
Additionally, physicians are assumed to be added to the network at a steady pace across years

two through five. The Wyoming Healthcare Commission reports that there are approximately

1,000 physicians practicing in Wyoming.*®

5 Arizona Health-eConnection Roadmap, April 4, 2006, http://www.azhec.org/documents/Arizona%20Health-

e%20Connection%20Roadmap.pdf

1 Wyoming Healthcare Commission, Statistical Handbook, January 2008.
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Table C2. Estimates of Startup and Ongoing Costs Using Arizona Model and Vendor
Estimates

Startup costs using the population based estimate were $1,530,000 in the first year. Using the
physician based method, startup costs were estimated at $682,500 annually in years 2 through
5, for a total of $2,730,000. As with the startup costs, ongoing operational costs were estimated
using both models. The five-year cost estimate using the Arizona population-based model was
$5,460,000, with the vendor's physician-based model costing $5,386,500. These amounts
included an inflation factor of 5% for operational costs.

Both these estimates would provide access to the core services as discussed earlier. However,
the physician based model would also include a streamlined EMR for those providers who do
not choose to implement a fully functional EMR. Additional detail on this item is provided later.

Under both scenarios, providers would be responsible for establishing and funding their high
speed internet connections to the core services.

For planning purposes, providers are expected to join and actively use the network at a steady
pace over a five-year period, as shown below.

Year Membership %
1 0% - network build out
2 25%
3 50%
4 75%
5 100%
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